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DETAILED ACTION 

A request for continued examination under 37 CFR 1.1 14, including the fee set 
forth in 37 CFR 1 .17(e), was filed in this application after final rejection. Since this 
application is eligible for continued examination under 37 CFR 1.114, and the fee set 
forth in 37 CFR 1.17(e) has been timely paid, the finality of the previous Office action 
has been withdrawn pursuant to 37 CFR 1.114. Applicant's submission filed on 10/1/07 
has been entered. 

Information Disclosure Statement 

The IDS submitted by applicant on 10/1/07 has been considered. 

Response to Amendment and Arguments 

Applicant's amendments and arguments were fully considered, but are moot in 
view of new rejections made below in response to the amendments. 

As a preliminary matter, it is noted that applicant once again presents arguments 
that the examiner has not accorded the term "entitlement unit number" with what 
applicant believes is the definition of the term when considering the specification taken 
as a whole. However, the examiner notes that the applicant's specification does not 
explicitly define what is meant by "entitlement unit number". Entitlement unit number 
was not a common term in the art at the time applicant's invention was made and at 
best any arguments applicant has presented so far has only stated what an entitlement 
unit number may be or could be , not what it is. While it is recognized that applicant may 
be his/her own lexicographer, it is important that any term that applicant wishes to apply 
a special meaning to be specifically and definitely defined so that others would be 
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properly apprised of the true scope of the applicant's invention as defined by the claims. 
It is respectfully requested that applicant clarify what is' an entitlement unit number. 
Applicant's response should contain a specific definition consistent with the specification 
considered as a whole — stating what an "entitlement unit number" is rather than what it 
could be, may be, or might be. The examiner submits that stating what an entitlement 
unit number may be does not exclude it from being something else and as such one 
cannot be properly apprised of the true scope of any claim which uses the term 
"entitlement unit number". 

Claim Rejections - 35 USC §112 

Claims 72-84 are rejected under 35 U.S.C. 1 12, second paragraph, as being 
indefinite for failing to particularly point out and distinctly claim the subject matter which 
applicant regards as the invention. 

1 . Claims 72-84 either directly or via dependency uses the term "entitlement unit 
number". Entitlement unit number was not a common term in the art at the time 
applicant's invention was made. While it is recognized that applicant can be 
his/her own lexicographer, it is important that applicant provide a specific and 
definite definition for any terms created by applicant. Such a definition does not 
appear to exist in the specification for "entitlement unit number". Further, 
applicant's arguments presented thus far has only stated what an entitlement unit 
number mav be . not what it is. As such, the scope of the invention as defined by 
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claims 72-84 cannot be properly determined. Applicant is respectfully requested 
to clarify for record, what an entitlement unit number is. 

Claim Rejections - 35 USC § 103 

The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 1 02 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

It is noted that with respect to the current application, one of ordinary skill in the 

art is determined to be someone with a BS in Electrical/Computer Engineering and has 

experience designing cable television transmission/receiving systems (or someone with 

equivalent industry experience). 

Claims 72, 74-76, 79, and 81 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over George et al (US 4,599,647) in view of applicant's admittance of prior 
art, herein referred to as AAPA, in further view of Crowther et al (US 4,937,866) as 
evidenced by Wasilewski (US 5,420,866) and further in view of Urakoshi et al (US 
6,067.564). 
Claims 72 and 79: 

As per claim 72, George discloses: 
1 . Associating services with tier data, a tier data corresponding to a particular 

package of bundled services (col 7, lines 42-44). 
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2. Providing the terminal with a tier table that translates universal service 
identification numbers to tier data (col 7, lines 55-67). The cited portion discloses 
that a subscription table is used to determine if the tier the user is trying to 
access is allowed or not To determine which tier the user is trying to access, 
one must first determine which channel, i.e. universal sen/ice identification 
number, belongs to which tier This implies the use of a tier table that translates 
channel number to tier data. 

3. Providing the terminal with an authorized tier number, wherein responsive to a 
user selecting a given service, the terminal determines whether the terminal is 
authorized to access the give service using the tier table, and the authorized tier 
number and displays the given service (col 7, lines 55-67). 

George does not explicitly disclose: 

1 . The tier data is an entitlement unit number. 

2. The tier table is an entitlement unit table. 

3. The entitlement unit number is carried with at least one encrypted control word in 
a payload of an entitlement control message (ECM). 

4. Providing the terminal with an electronic program guide that associates universal 
sen/ice identification numbers to services. 

5. Responsive to the user selecting a given service, the terminal determines 
whether the terminal is authorized to access the given service also using the 
electronic program guide. 
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However, AAPA discloses that tier data being an entitlement unit number, which 
corresponds to a particular package of bundled services was known in the art at the 
time applicant's invention was made (p2, lines 1-4). It would have been obvious to one 
of ordinary skill in the art to utilize numbers, i.e. entitlement unit numbers, as tier data 
based on AAPA's teachings. The rationale for why it would have been obvious for one 
of ordinary skill to do so is that representing tier data using numbers is nothing more 
than simple substitution of one known element for another to obtain predictable results. 
George does not limit what format tier data is in, while AAPA discloses that tier data 
may be represented as numbers — using numbers as tier data would yield what 
applicant seems to be stating that an entitlement unit number could be. One should 
understand that in representing tier data as numbers, then the tier table implied by 
George could then be considered an entitlement unit table. 

With respect to the limitation that the entitlement unit number is carried with at 
least one encrypted control word in a payload of an ECM, Crowther discloses encrypted 
control words being transmitted to a receiver in the payload of an ECM (col 1 , lines 36- 
44). The control words are utilized to control which tier of programming a receiver may 
access (col 1, line 36-col 2, line 4). At the time applicant's invention was made, it would 
have been obvious to one of ordinary skill in the art to further modify George's invention 
such that encrypted control words were transmitted within the payload of an ECM. One 
skilled would have been motivated to do so because use of control words in ECM's was 
the standard way of controlling access to scrambled programming in the cable industry 
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at the time applicant's invention was made. One skilled would have been motivated to 
encrypt the control word because it would prevent the unauthorized individuals from 
gaining access to the control words, which would allow them to decrypt specific 
programs. Further, it would have been obvious in light of Crowther's teachings to 
include entitlement unit numbers also within the payload of an ECM, along with the 
encrypted control word. One skilled would have been motivated to do so because as 
evidenced by Wasilewski, the content or format of an ECM is left to each individual 
vendor to decide (Wasilewski: col 4, lines 26-35). Since an entitlement unit number (in 
the form of tier number) is a type of conditional access information, it would have been 
obvious to one of ordinary skill in the art to at least try to send entitlement unit numbers 
in an ECM since an ECM is used to carry conditional access information (Wasilewski: 
col 4, lines 7-12). 

As per the last two limitations discussed above that are not explicitly taught by 
George, they are made obvious over Urakoshi's teachings. Urakoshi discloses 
providing the terminal with an electronic program guide that associates universal service 
identification numbers (i.e. channel number) to services (Fig 2; Fig 6; Fig 12; and col 8, 
lines 49-55). Urakoshi further discloses responsive to a user selecting a given service, 
the terminal determines whether the terminal Is authorized to access the given service 
using the electronic program guide (Fig 5; col 7, lines 11-42; and col 8, lines 2-6) and 
displays the given service (col 2, lines 9-17). At the time applicant's invention was 
made, it would have been obvious, based on Urakoshi's additional teachings, to further 
modify George's invention according to the limitations recited in claim 72 by providing 
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the terminal with an electronic program guide that associates universal service 
identification numbers (i.e. channel numbersO to entitlement unit numbers (i.e. tier 
numbers) and responsive to a user selecting a given service, the terminal determines 
whether the terminal is authorized to access the given service using the electronic 
program guide, the entitlement unit table, and the authorized entitlement unit number. 
One skilled would have been motivated to utilize an electronic program guide by the 
terminal to determine if it is authorized to access a given service as per Urakoshi's 
teachings because use of the program guide would provide data for programs in an 
easier to understand format for the user (col 1 , lines 35-56). 

Claim 79 recites a method substantially similar to what is recited in claim 72 and 
is rejected for similar reasons. Note that the claim 79 receives that which claim 72 
provides. 
Claim 74: 

AAPA further discloses wherein a given entitlement unit number (i.e. tier number) 
is associated with a plurality of services (specification: p2, lines 1-4). 
Claim 75: 

George implicitly discloses wherein the terminal is authorized for a first group of 
services, the first group of services having a first tier data, and further including the step 
of providing the terminal with a second authorized tier data, wherein the second 
authorized tier is associated with a second group of services (col 7, lines 41-67). The 
subscription list disclosed by George implies that a terminal could be subscribed to 
more than one tier of programming. The tier data being entitlement unit number is 
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obvious over AAPA's teachings as already discussed in the rejection of claim 72. As 
such, the limitations further recited in claim 75 are obvious over the teachings of George 
and AAPA. 
Claim 76: 

George does not explicitly disclose wherein the given service is associated with 
both the first authorized entitlement unit number and the second authorized entitlement 
unit number. However, official notice is taken that the limitation was well known in the 
art at the time applicant's invention was made. A service, i.e. a programming station or 
show or movie, may be assigned to more than one tier or shown on more than one 
channel, thus would be associated with more than one authorized entitlement unit 
numbers. 
Claim 81: 

George does not explicitly disclose storing the authorized entitlement unit 
number in a memory. However, official notice is taken that the limitation was well 
known in the art at the time applicant's invention was made, because tier authorization 
data is typically stored in a memory of a receiver and tier authorization data being a 
number, i.e. an entitlement unit number, is obvious over AAPA (p2, lines 1-4). 



Claims 73, 77-78, 80, and 83-84 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over George et al (US 4,599,647) in view of applicant's admittance of prior 
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art, herein referred to as AAPA, in further view of Crowther et a! (US 4,937,866) as 
evidenced by Wasilewski (US 5,420,866) and further in view of Urakoshi et al (US 
6,067,564) and further in view of Wasilewski (US 5,420,866). 
Claim 73 and 80: 

George does not explicitly disclose wherein the authorized entitlement unit 
number is provided to the terminal in an entitlement management message. However, 
Wasilewski discloses that it is often desirable to transmit authorization information 
dealing with tiers of programs to terminals in an EMM (col 4, lines 55-67). 

At the time applicant's invention was made, it would have been obvious to one of 
ordinary skill in the art to further modify George's invention such that the authorized 
entitlement unit number (i.e. authorized tier number) is provided to the terminal in an 
EMM. One skilled would have been motivated to do so because it was suggested by 
the MPEG-2 Systems Committee that information dealing with tiers of programming (i.e. 
entitlement unit number) is transmitted in an EMM (Wasilewski: col 4, lines 55-67). 
Claim 77: 

As per claim 77, George discloses wherein the terminal confirms that the terminal 
is authorized to access the given services using the second tier data and the authorized 
tier data (col 7, lines 42-67). Tier data being entitlement unit number is obvious over 
AAPA's teachings that tier data is a number (p2, lines 1-4). George does not explicitly 
disclose the following limitation, which are nonetheless disclosed by Wasilewski: 
providing the services in a stream of packets (Fig 2); and multiplexing the entitlement 
control messages for a given service into the stream of packets (Fig 3B and 7A). Since 
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as per the discussion in the rejection of claim 72 it is obvious to include entitlement unit 
numbers in ECM, it would also be obvious to have each entitlement control message 
include a second entitlement control number for similar reasons discussed in the 
rejection of claim 72. At the time applicant's invention was made, it would have been 
obvious to one of ordinary skill in the art to further modify George's invention according 
to the limitations recited in claim 77 in light of Wasilewski's teachings cited above. One 
skilled would have been motivated to do so because cable system based on MPEG 
streams were commonly used at the time applicant's invention was made, thus would 
be likely to provide services and multiplex ECM's for a given service into packet streams 
in the manner disclosed by Wasilewski. 
Claim 78: 

As per claim 78, it was discussed already in the rejection of claim 72 why it would 
have been obvious to include an entitlement unit number in ECM's. If it is obvious to 
include one entitlement unit number in ECM's, it would be obvious to try to include a 
plurality of entitlement unit number in ECM's since George discloses that in a broadcast 
system, there are multiple tiers of programming (col 7, lines 42-67). Multiple tiers of 
programming imply multiple entitlement unit numbers that needs to be sent to the 
receiver. 
Claim 83: 

As per the limitation of wherein each ECM includes an entitlement unit number 
that is carried in the payload of the ECM, the limitation was previously discussed as 
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being obvious over George in view of AAPA furtlier in view of Crowtiner as evidenced by 
Wasilewski (see discussion of claims 72 and 78 for example). 

George and AAPA further makes obvious: responsive to determining that the 
terminal is authorized to access the given service, further includes the step of 
confirming that the terminal is authorized to access the given service based upon the 
entitlement unit number and the authorized entitlement unit number (George: col 7, lines 
42-67 and AAPA: p2, lines 1-4). The cited portion of George discusses determining if a 
terminal is authorized based on tier data. Tier data being entitlement unit numbers is 
obvious to the portion of AAPA cited. 

George does not explicitly disclose the following limitations which are disclosed 
by Wasilewski: 

1 . Receiving a stream of packets, the streams of packets including packets 
comprising the given service and entitlement control messages (ECMs) for the 
given service (Fig 6 and col 13, lines 41-43, and col 14, lines 5-9). 

2. Responsive to determining that the terminal is authorized to access the given 
service, further including the steps of: 

a. Parsing ECMs for the given service from the stream of packets (col 14, 
lines 5-9).^ 

b. Responsive to confirming that the terminal is authorized further including 
the steps of: 

i. Recovering the control words from the received ECM's (col 9, lines 
41-47 and col 15, lines 6-14). 
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ii. Decrypting the given service using the recovered control words (col 
9, lines 41-47 and col 15, lines 6-14). 

iii. Displaying the given service (col 15, lines 6-14). 

It would have been obvious to one of ordinary skill in the art to further modify 
George's invention using Wasilewski's teachings according to the limitations recited in 
claim 83. One of ordinary skill would have been motivated to incorporate Wasilewski's 
teachings for the same reasons discussed in claims 73 and 77. 
Claim 84: 

As per the limitation wherein the entitlement control message includes a plurality 
of entitlement unit numbers, it is similar to the limitation recited in claim 78 and is 
rejected for the same reasons. George further implicitly discloses the step of confirming 
that the terminal is authorized to access the given service further includes the step of: 
comparing each of the entitlement unit numbers with the authorized entitlement unit 
number until one of the entitlement unit numbers matches the authorized entitlement 
unit number, wherein the terminal is authorized to access the given service if there is a 
match (col 7, lines 42-67). Note that the tier data in George's invention being 
entitlement unit number is obvious over AAPA's additional teachings (p2, lines 1-4). 
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Claim 82 is rejected under 35 U.S.C. 103(a) as being unpatentable over George 
et al (US 4,599,647) in view of applicant's admittance of prior art, herein referred to as 
AAPA, in further view of Crowther et al (US 4,937,866) as evidenced by Wasilewski (US 
5,420,866) and further in view of Urakoshi et al (US 6,067,564) and further in view of 
Chaney (US 6,035,037). 
Claim 82: 

George does not explicitly disclose wherein the memory is included in a secure 
microprocessor having input/output terminals, and the secure microprocessor is 
characterized by the memory being observable at the input/output terminals. However, 
Chaney discloses the memory is included in a secure microprocessor having 
input/output terminals (Fig 4 and col 6, lines 56-59) and the secure microprocessor is 
characterized by the memory being unobservable at the input/output terminal (col 9, 
lines 1-4). It would have been obvious to one of ordinary skill in the art at the time the 
applicant's invention was made to further modify George's invention with Chaney's 
teachings according to the limitations recited in claim 82. One of ordinary skill would 
have been motivated to do so as Chaney discloses it would ensure that unauthorized 
users do not access entitlement data (col 9, lines 1-4). 

Conclusion 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Ponnoreay Pich whose telephone number is 571-272- 
7962. The examiner can normally be reached on 9:00am-4:30pm Mon-Thurs. 
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If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Kim Vu can be reached on 571-272-3859. The fax phone number for the 
organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

Ponnoreay Rich 
Examiner / 
Art Unit 2135 



